When a network is flat, the question is not whether to segment it, but where to start. Servers, user devices, |oT
equipment and guest Wi-Fi all have good reasons to be separated. The practical challenge is choosing an order

that reduces risk without disrupting the business—or creating a maze of VLANs no one can support.

A useful starting point is risk-based design: prioritise the systems whose compromise would cause the most
harm, then consider how likely they are to be compromised and how easily an incident could spread. That
approach is more useful than simply dividing the network by department or putting every device type into its own
VLAN.

Segmentation is also not just a firewall project. Switching, cabling, patch panels, device configuration and
documentation all affect whether the design works as intended. Physical infrastructure is part of cybersecurity, not
a separate facilities concern. | have seen outages and security blind spots begin with the same things: an

unidentified cable, an unmanaged switch, or a patch panel that no one can confidently trace.

Start with risk, not a favourite device category

There is no universal rule that says servers must always come first, or that guest Wi-Fi should always be the first
change. A sensible order depends on the organisation’s critical services, current exposure, device inventory and

capacity to operate the new design.
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Before changing the network, map the important communication paths. Identify which systems need to talk to
which, which connections are administrative, and what would happen if a device were compromised. Include
dependencies that are easy to overlook: DNS, authentication, monitoring, backups, printing, management

interfaces and vendor support connections.
Then rank the work using a few practical questions:

* Impact: If this group is compromised or unavailable, what is the operational, safety, financial or privacy
impact?
* Exposure: How accessible is it to users, the internet, suppliers or other less-trusted devices?

® Trust: Is the device managed, patched and monitored, or is its behaviour difficult to verify?



® Reach: How much of the network can it currently contact?

* Recoverability: Can the team restore the service if a change or incident goes wrong?

This is the essence of risk-based design: reduce the paths that matter most, while keeping the architecture

understandable and supportable.

A practical order of operations

For many office and mixed IT environments, the following sequence is a sound starting point. It is not a fixed
recipe. A site with vulnerable operational technology, exposed management interfaces or a serious guest-network

issue may need a different order.

1. Establish a trusted management plane. Restrict access to switches, wireless controllers, firewalls and other

infrastructure devices.

2. Separate guest Wi-Fi. Prevent guest devices from reaching internal systems, while allowing only the services

required for internet access.

3. Protect critical servers and services. Limit access to specific, justified flows rather than allowing broad user-

to-server connectivity.

4. Separate users and device classes. Use policy to contain compromised endpoints and control access to

sensitive systems.

5. Isolate loT and operational technology. Account for device behaviour, safety and availability requirements

before enforcing controls.

In practice, the first step may be a short discovery and clean-up phase rather than a VLAN migration. If the cabling
and switching state is unclear, document it first. At 2am, when a change fails, being able to identify the switch port

and cable path is not a luxury.

1. Secure the management plane first

Network equipment is the foundation on which segmentation depends. If a user device, compromised server or
guest client can reach switch administration, firewall management or wireless control interfaces, an attacker may

be able to undermine the controls intended to contain them.

Place infrastructure management on a restricted management network or equivalent control plane. Permit access
only from approved administrator workstations, jump hosts or management services. Use named accounts, strong
authentication, current software and central logging wherever supported. Remove default credentials; they are not

an acceptable shortcut for a device that controls traffic across a site.

Management separation also makes incident response clearer. Administrators can retain a controlled path to

investigate and recover devices without leaving management interfaces exposed to every endpoint subnet.

2. Isolate guest Wi-Fi early

Guest Wi-Fi is often a high-value, relatively low-complexity place to begin. Visitors’ phones and laptops are outside
the organisation’s normal management and endpoint detection platforms. They may be outdated, misconfigured
or already compromised. They generally need internet access, not a route to file servers, printers, building controls

or switch interfaces.



Provide guest access through a dedicated network with a clear policy. Use firewall rules to allow the necessary
internet-bound traffic and deny access to internal address space. Check that IPv6 and other less obvious paths are
covered too; an IPv4-only rule set can leave an unintended route open. Where appropriate, apply client isolation

on the wireless network so guest devices cannot communicate directly with one another.

Do not assume the word “guest” means “isolated”. Confirm the actual forwarding and firewall behaviour, then test
it from a guest device. Also check how contractors and staff use guest access: operational habits can quietly turn a

simple visitor network into a back door.

3. Segment servers around service and sensitivity

Servers commonly hold the data and applications an organisation most needs to protect. Yet a single “server
VLAN" is not automatically a secure design. If every server can communicate with every other server, or all user

subnets have broad access, the separation may create little meaningful containment.

Start by grouping systems according to sensitivity, function and communication needs. For example, domain
services, business applications, databases, backup systems and externally accessible services may warrant different
controls. Avoid splitting services into many tiny segments before their dependencies are understood; that can

break applications and lead to rushed firewall exceptions.

Use firewalls or suitable layer-three access controls to define necessary flows. A user may need to reach an
application front end but not its database. An application server may need to query a database on a specific port,
but not initiate arbitrary connections to every other server. Administrative access should be distinct from ordinary

user access and logged for review.

Backups deserve special attention. If a compromised administrator account or server can alter production data and
its backups without restriction, segmentation has not protected recovery. Keep backup management and storage

paths tightly controlled, and test restoration rather than relying on a dashboard that says everything is green.

4. Segment users by trust and need

User networks often contain a mixture of managed corporate devices, personal devices, shared workstations,

privileged administrator endpoints and specialist systems. Treating them all as equally trusted makes it easier for a



compromised laptop to reach sensitive services.

Begin with distinctions that have operational value. Separate standard user devices from administrator
workstations. Consider whether shared or publicly accessible terminals need their own policy. Apply endpoint
controls where available, including endpoint detection platforms, but do not treat detection as a substitute for
network containment. A detection tool can identify suspicious behaviour; segmentation can reduce what a

compromised device is able to reach.

Keep the policy understandable. VLAN planning should reflect meaningful trust boundaries and support consistent
access rules—not merely replicate the organisation chart. A VLAN is a way to group devices at layer two; the
security outcome depends on what routing, firewall policy, identity controls and monitoring do between those

groups.

5. Treat loT and OT as a special case

loT ranges from meeting-room screens and printers to cameras, access-control systems, environmental sensors
and industrial controllers. Some devices have weak security, infrequent updates or limited logging. Others are

safety- or production-critical and cannot tolerate a change made without testing.

Do not put all loT into a single unrestricted “devices” VLAN and assume the problem is solved. Inventory the
devices, owners, vendors, protocols and required destinations. Where possible, separate device classes and permit
only necessary communication to management servers, controllers or cloud services. Block unnecessary access to

user and server networks.

Operational technology needs additional care. A device that is safe to reboot in an office may be part of a process
that must remain available. Validate proposed rules with the system owner and vendor, and use a maintenance
window and rollback plan. In OT environments, monitoring traffic may be safer as an initial step than immediately

enforcing strict controls.

Vendors such as MOXA make industrial networking equipment used in demanding environments. Whatever the
manufacturer, the design still needs clear ownership, secure configuration, controlled management access and a

tested plan for faults. A specialised switch does not remove the need to understand the traffic paths around it.

The physical layer is part of the security design

Segmentation depends on capable switching and correct design. If edge ports are connected to the wrong VLAN,
trunks are configured carelessly, or an unmanaged switch is inserted into a production path, the logical diagram
may no longer match the real network. Unmanaged switches in production are not harmless conveniences: they

can hide devices, bypass intended port controls and make troubleshooting difficult.

Physical layer faults can create outages, but they can also create security blind spots. A mispatched cable may
place a device on a more trusted network than intended. An undocumented link can provide an unmonitored
route between areas. A failed link or unstable switch may disrupt logging or monitoring at the very time it is

needed. "Mystery cables” are a security smell, not just an annoyance.

Before deployment, verify switch capabilities, firmware, VLAN and trunk configuration, access-port settings,
redundancy and monitoring. Cisco and other established networking vendors offer a broad range of switching
platforms, but product selection alone does not guarantee a secure outcome. Match capabilities to the design and
the team'’s ability to operate them. Garland is another example of a vendor encountered in network infrastructure
and related equipment contexts; evaluate any platform against the specific requirements of the environment
rather than relying on a name or feature list.



Label both ends of cables and document patch-panel ports, switch ports, uplinks and critical device locations. Keep
diagrams aligned with the live configuration. When a link fails after hours, the question is not merely whether it

was designed correctly; it is whether someone can identify and safely restore the right connection.

VLAN planning: useful boundary, not a security policy

Good VLAN planning makes network roles visible and supports consistent enforcement. Poor VLAN planning

produces unnecessary complexity, inconsistent exceptions and a false sense of isolation.

Use a naming and addressing scheme that is documented and easy to interpret. Keep VLANs aligned with trust
and operational boundaries. Decide where inter-VLAN routing occurs, which devices enforce policy, and how rules
are reviewed. Avoid allowing broad “any to any” traffic between VLANs just to make an application work;

investigate the dependency and create the narrowest practical exception.

Switches, routers and firewalls must check here work together. A segmentation plan that depends on features the
installed switching cannot support will be fragile. Likewise, a firewall policy is only as effective as the interfaces,

routes and physical connections that deliver traffic to it.

ACSC guidance needs solid network foundations

Australian Cyber Security Centre (ACSC) guidance provides useful direction for protecting systems and managing
cyber risk. Applying that guidance in a real environment still depends on basic network foundations: a reliable
asset inventory, controlled administration, clear network boundaries, secure device configuration, monitoring and

tested recovery processes.

Do not treat compliance language as a substitute for engineering validation. Confirm that the intended separation
exists on the live network, that permitted flows are justified, and that denied flows are actually blocked. Record
exceptions and owners. Review them as systems change. A policy that nobody can explain or maintain is unlikely

to remain effective.

A practical comparison

Network area Why prioritise it First useful control Key caution Management plane Controls the devices that
enforce network policy Restrict administration to approved hosts and accounts Maintain a secure recovery path
Guest Wi-Fi Unmanaged devices have limited organisational trust Allow internet access; deny internal access Test
IPv4, IPv6 and client isolation behaviour Servers Often host critical services and sensitive data Allow only required
user and server-to-server flows Map dependencies and protect backups User devices Common starting point for
phishing and malware incidents Separate privileged and standard endpoints Do not rely on endpoint tools alone
loT and OT May be difficult to patch, monitor or trust Inventory devices and restrict destinations Protect safety

and availability; validate changes

How to make the first change safely
Choose a contained, high-value change and run it through a repeatable process:

1. Document the current topology, device inventory and known communication paths.
2. Define the intended boundary and the business services that must continue to work.
3. Check switching, cabling and firewall capabilities before writing the final policy.

4. Test in a pilot or maintenance window, with named technical and business owners.
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5. Monitor for blocked traffic, unexpected application failures and missing telemetry.
6. Keep a tested rollback plan and update diagrams, labels and operating procedures.

7. Review rules and exceptions after deployment, then repeat for the next highest-risk area.

So, what should you segment first?

For many organisations, secure the management plane first, isolate guest Wi-Fi early, then reduce unnecessary
access to critical servers. Next, separate user devices by trust and privilege, and handle loT and OT through careful
inventory-led controls. Change that order where local risk demands it—for example, where a vulnerable industrial

device is exposed or a sensitive server is broadly reachable.

The best segmentation priorities are the ones that reduce meaningful risk and can be operated reliably. VLANS,
firewalls and endpoint detection platforms each have a role, but none can compensate for poor physical records,
unsupported switches or an unclear design. Start with the paths that matter, verify the cabling and switching

underneath them, and make sure the person on call can understand the result at 2am.



