The Federal Financial Institutions Examination Council (FFIEC) is an interagency body that promotes consistent
supervision of financial institutions in the United States. For banks and other covered organisations, its work
matters because examiners use shared guidance to assess compliance with the Bank Secrecy Act (BSA) and related
anti-money laundering (AML) requirements.

That does not make the FFIEC a single "BSA regulator”, nor does every statement in an FFIEC publication have the
force of law. The practical importance is that FFIEC standards and examination guidance help shape what

examiners look for, how they assess controls, and how findings may be discussed across agencies.

This guide explains the FFIEC's role, how to distinguish a compliance mistake from a potential violation, what
evidence is useful, and why timing and reporting choices matter. It is general information, not legal advice. Anyone
considering a whistleblower submission or facing potential retaliation should get advice specific to the facts and
deadlines.

What is the FFIEC?

The FFIEC is a formal interagency council established to promote uniform principles, standards and report forms
for the federal examination of financial institutions. Its members include representatives of federal banking
agencies and other financial supervisory bodies. The precise agency responsible for an institution depends on its

charter, business and regulatory structure.

The FFIEC's most familiar BSA resource is the FFIEC website, including the FFIEC Bank Secrecy Act/Anti-Money
Laundering Examination Manual. The manual helps examiners assess a bank’s BSA/AML programme. It also gives
compliance staff a practical view of the topics likely to receive scrutiny, such as risk assessment, internal controls,
independent testing, designated personnel, training, customer due diligence, suspicious activity reporting and

recordkeeping.

The manual is examination guidance, not a substitute for statutes, regulations or binding agency requirements. A
policy that follows a manual example does not automatically guarantee compliance; equally, a difference from an
example is not automatically a violation. The lawyer-monthly underlying legal obligations and the institution’s
actual risks and controls matter.

Why FFIEC guidance matters for BSA examinations

BSA examinations test more than whether an institution has written policies. Examiners may evaluate whether
controls work in practice, whether the programme reflects the institution’s risk profile, and whether staff identify
and escalate suspicious activity appropriately. A control can look sound on paper but fail if alerts are not

investigated promptly, staffing is inadequate, or known weaknesses remain unresolved.
FFIEC materials matter in several practical ways:

* They make expectations more consistent. Shared examination procedures help different supervisors

approach common BSA/AML topics in a broadly comparable way.

* They help institutions prepare. Compliance teams can use the manual to organise evidence, test controls

and identify gaps before an examination.

* They give context to examination findings. A finding may point to a weakness in risk assessment,

transaction monitoring, escalation or governance—not just a single missed alert.
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* They support regulator coordination. Supervisory agencies may coordinate or share information within
their legal authority. An institution may therefore need to respond consistently across examinations,

supervisory follow-up and remediation.

Regulator coordination does not mean every agency has the same authority or that every examination finding
is automatically shared with every regulator. It does mean institutions should avoid treating a recurring issue as
isolated simply because it appears in a different review. Keep a clear record of who raised each concern, when it

was raised, what response was given and whether corrective action was verified.

What counts as a BSA violation—and what may be a mistake?

A missed filing, incomplete customer record or late escalation may be a serious control issue, but the fact that
something went wrong does not by itself establish a deliberate BSA violation. The legal and supervisory
assessment depends on the relevant duty, the facts, the quality of the programme, the person’s knowledge and
conduct, and the applicable standard of proof.

It is useful to distinguish three broad situations:

Situation Example Why the distinction matters Human error or isolated process failure An employee miskeys a
transaction detail, notices the error and promptly corrects the record under policy. It may require correction,
training or control improvement, but does not alone prove intentional misconduct. Recurring or serious control
weakness A monitoring queue repeatedly exceeds review deadlines because of known understaffing, with no
effective escalation. Even without proof of intent, a persistent weakness may raise supervisory concerns about the
adequacy of the BSA programme. Potential willful misconduct A manager directs staff to suppress alerts or conceal
known suspicious activity from compliance personnel. Evidence of knowing concealment, deliberate circumvention

or reckless disregard can materially change the legal analysis.

“Willful” is a legal term, and its meaning depends on the statute and case law involved. Criminal BSA provisions can
carry significant penalties, but a person should not label conduct criminal based only on a bad outcome or a
disagreement about a judgement call. Relevant facts may include what the person knew, what policies required,

whether warnings were received, what action followed, and whether records were altered or withheld.

Human error and willful misconduct should not be blurred. A genuine mistake followed by prompt disclosure and
correction is different from knowingly bypassing a control. At the same time, calling a repeated failure an “error”

does not settle the issue if dated records show that responsible people knew about it and chose not to act.

Evidence and documentation that can hold up

Credible reporting starts with specific, verifiable facts—not conclusions or buzzwords. A useful account identifies
the activity, the relevant dates, the people or roles involved, the control that should have applied, and what
happened next. Avoid alleging that someone “laundered money” when the evidence supports only that alerts were

closed without documented investigation.

Potentially useful records may include:



® dated emails, chat messages and meeting notes showing when a concern was raised and to whom;

® case-management records, alert dispositions and audit trails, including changes to an investigation or closure

rationale;

® transaction dates, amounts, account or customer identifiers, and a clear explanation of why the activity

appeared unusual;
® policies, procedures, training materials and versions in force at the relevant time;
e staffing or backlog reports, quality-assurance results and internal audit findings;

® corrective-action plans, management responses and evidence showing whether remediation was completed;

and

® the person’s own contemporaneous notes, clearly separating what they observed from what they inferred.

For example, a dated note stating, “On 12 March, | escalated three alerts involving the same customer to the BSA
officer; on 18 March, the cases were closed with no rationale entered in the log,” is more useful than “management
ignores money laundering”. A SAR log or alert record may help establish what was handled and when, but SAR
information is subject to strict confidentiality rules. Do not copy, disclose or include a SAR or information revealing
its existence in an external submission without advice on the applicable restrictions. You may be able to describe

the underlying facts without disclosing protected SAR information.

What to write down

¢ Date and time: When did the event, transaction, escalation or conversation occur?
* People and roles: Who was involved, and who received the concern?

* Specific activity: Which transaction, alert, customer or control is at issue? Use identifiers only where lawful

and necessary.
* Source of knowledge: What did you personally see, and what did someone else tell you?
* Response: Was the issue investigated, corrected, escalated, dismissed or left unresolved?
* Supporting records: Where are the original records, and are there audit trails or version histories?

® Uncertainty: What do you not know? Record gaps rather than filling them with assumptions.



Keep records lawfully. Do not access systems without authorisation, take customer data you are not permitted to
retain, alter files, or send confidential material to a personal account. Preserve relevant information through

approved channels and seek legal advice before making copies or external disclosures.

Statute of limitations and timing pressure

Timing can affect both an investigation and a person’s legal options. Records may be overwritten or deleted under
ordinary retention schedules; memories fade; and an institution may need time to investigate and correct a control

failure. Report concerns through an appropriate channel promptly, while keeping a dated record of what you

raised and the response.

There is no single deadline that applies to every BSA-related claim. Criminal enforcement, civil penalties,
employment claims and whistleblower matters can involve different statutes, procedures and limitation periods.
Under the federal AML whistleblower anti-retaliation provisions, a person generally must bring an action within
180 days of the alleged retaliation. That is a short period and should not be treated as an informal target date.

Other deadlines may also apply, and legal changes can affect the analysis.

Do not assume that an internal report pauses a statutory deadline, or that an agency submission automatically
preserves every private claim. If you face a demotion, dismissal, threats or other adverse action after raising a
concern, record the dates and seek advice promptly. A dated timeline can be important to assessing whether the

action followed the report and what procedures are available.

Anonymous versus identified submissions

Anonymous reporting can reduce immediate exposure, but it may make follow-up harder. Investigators may be
unable to ask clarifying questions, test the reporter’s first-hand knowledge or assess the context of a document.
An identified submission can make verification easier, but may raise concerns about confidentiality, workplace

consequences and retaliation.

Federal AML whistleblower provisions include confidentiality protections and allow an individual to submit a tip
anonymously through an attorney, subject to the applicable requirements. The law also provides anti-retaliation

protections in specified circumstances. These protections are not a promise that identity can never be inferred, that



every report qualifies for an award, or that all workplace consequences can be prevented. A lawyer can help assess

eligibility, submission procedures and how to minimise unnecessary disclosure.
Before choosing a route, consider:

® whether the submission channel accepts anonymous reports and what information it requires;
* whether you have first-hand facts that can be checked without revealing your identity;
¢ whether the documents contain customer information, SAR-related material or other restricted data;

* how your employer handles internal escalation and whether there is a genuine retaliation concern; and

which deadlines may apply to a retaliation claim or other legal remedy.

The National Law Review has published an overview concerning the filing of an AML/BSA whistleblower lawsuit. It
can be a useful starting point, but it is not a substitute for checking the statute, current agency procedures and

advice tailored to the facts: National Law Review resource.

A practical approach for compliance professionals

When a potential issue arises, focus first on accurate preservation and a fair assessment. Identify the obligation
and control involved; establish the dates and transactions; distinguish a one-off mistake from a recurring weakness
or possible intentional conduct; and document the response. Escalate through a suitable channel without making

unsupported allegations or disclosing restricted material.

For institutions, FFIEC standards are a practical examination lens: they help teams test whether the programme is
risk-based, documented and effective. For individuals, a careful, contemporaneous record can help distinguish a
correctable human error from conduct that may reflect knowing circumvention. In either case, regulator

coordination, confidentiality and timing deserve attention from the outset.

This article is for general educational purposes and is not legal advice. BSA duties, whistleblower procedures
and limitation periods depend on the facts and applicable law. Consult qualified counsel before making a

protected disclosure or taking action involving confidential records.



